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Source: (Falk & Fries, 2015)

s

________________________________________________________________________________ Threats

|

Informationssakerhet
~trender 2015
ENI Threat Landscape and Good Practice

Guide for Smart Home and
Converged Media

Die Lage der IT-Sicherheit
in Deutschland 2

) enisa

THE INNOVATION COMPANY



JOANNEUM \
RESEARCH

JOANNEUM \
RESEAI?CH)
DIGITAL 4

Threats (cont.)
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Thing Botnets

ANGRIFFE UBER THINGBOTS
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Ein Schadprogramm mit dem Namen
iff, de Spike wird entdeck. Fir die folgenden
'von Google Australien, und erhalten u.a. Haushaltsgerite im groBen Stil fur eine DDoS-Angriffe wurden unter anderem
2Zugang 2u Raumplanen und Cyberattacke nutzt, darunter Fernseher Router, Thermostate und Trockner fur ein |
Alarmsystemen. c und auch mindestens einen Kuhlschrank. E Thingbot missbraucht. |
Ein never Linux-Wurm, Linux.Darlloz wird Forscher von Team Cymru veréffentlichen Die Wi-Fi-Router von Privathaushalten
‘entdeckt, der Intel x86 Linux Gerate einen Bericht, in dem 300.000 Gerite ‘werden genutzt um eine DDoS Attacke
‘betrifft. Far den Angriff haben Hacker loT weltweit von einer SOHO Pharming auf die Server von Microsoft und Sony
Gerate zu einem Thingbot Attacke betroffen sind. auszufuhren. Die Online-Plattformen von
zusammengeschiossen. D F ) Xooxund Playstation sturzen ab.
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,intelligent” Light Switch

n Matthew Garrett

513 squashfs-root]s strings ./lib/libgemtek_api. :o | grep passphrase
g.txt; rm -f / tmp'flmvam img; rm -f /t

echo belkin12345678 >

6S
f /tmp/
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Smart TV Spying
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Smart Meter Manipulation

Image Source: ap/Pat Sull digital-if kandal-in-mal 143.748
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The search engine for the Internet of Things

m W" The Washington Post MIE]EE

Analyze the Internet in Seconds
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Security — Cryptography Can Help

® Encrypt comunications

w Also authenticate and
integrity-check

w Difficulty: doing it right
m Secure stored data

w Difficulty: key
management
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Security — Think in Layers

w Perimeter helps, but is not
enough

w Wireless Protocols are
problematic

® Segregation helps, but
iS not enough

w Defense-in-depth:
Device hardening
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Security - Processes & Training

®w Avoid laziness in access
control

® Train resellers/installers

w Generate end-user
awareness

® May add some
inconvenience
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Security— Keeping the Level Up

® Introduce monitoring
® Update regularly

® May add some
inconvenience
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Privacy — Right to be forgotten

m European General Data
Protection Directive

m A strict segregation
between appliance and
personal data is useful

m Protection difficult to
execute in practise
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Privacy - Secure Broker

"m The only way to

- actually prevent data
J ~ selling is not to give
them away

l Achieved by trusted
~ third party

e e _— ® Similar to an Appstore
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Privacy - Certified Devices

® Smart Devices anonymlze
and aggregate -

® Aggregation device- and
time-based

m Devices need to be
certified

m Market parties may send .
unidirection control signals
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Privacy - Watermarking

m Steganography
w Established technique

= Does not prevent
misuse but enables
prosecution

w Lots of challenges
ahead
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Certification

®m Common Criteria
Protection Profile

® Role model: Smart
Meter PP

® Feasible for whole
smart home
environments?

THE INNOVATION COMPANY

JOANNEUM ¥
RESEARCH ),

Need for Research

®w Reference architectu-
res

w Elaboration of privacy
models

w Certification (and
norms)

® Practical surveys

THE INNOVATION COMPANY

)

11



JOANNEUM \
RESEARCH

JOANNEUM ]
?EEEAI?CH)
DIGITA 4

Conclusion

w Defense-in-Depth

m Security by design

w Security by default

® |t comes at some cost

® End user awareness
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